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DEPUTY DIRECTOR
DOD COMPUTER SECURITY CENTER

15 July 1982
SUSPENSE: 2 Aug 82
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IN TURN

1. Attached is a draft of some material being
considered by the CIA/ISSG as part of their review of
DCID 1/16 revisions. This may be of particular interest
in your look at tying environments to our evaluation
criteria. R :

2. 1 will be haviﬁg lunch with
(1SSG) on 3 Aug 82, so would appreciate any comments or
suggestions you might have before then, in case this

comes up.
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"eXNPOSe’ vice ‘endandger’

72 "RESPONSIRILITIES®*,a3. .
Whe is this raradrarh in the document?

(DCIREG uu~x) Charter II 1.1 ‘ :
Reword the last sentence to mske clearer that 1I5S0 rerorts
deficiencies to the NFIR membersy etc. '

t

1.3 A
Use *AlF secure sustem criteria recuired to meet  the minimum

standard. .., or secure criteriz available... . * vice rresent
‘sentence. : ' : N
14 , : C
Whe focus on WP alone? Whwe not digital FEX?y Voice Store and
Forward? This section focuses on 8 sindgle dedicated comruter use,
"How about comruter controlled corierss other kinds of dedicated
comruter use? (I rote esrecialluy that there is 1little or no
reference to communications rrocessors).’ ‘

B (llne &)
'...selected ubeu Deu.. aunchase& are_made®

I1 (re! levels of operat1on) -
The level defimitionsy as writien mix ur two concertsi single vs.
‘multirle security levels (and/or SCI desidgnations) and whether
‘Frocessing is done for one or more ordenizations (NFIR members)s
a need-to-know issue., As the level definitions are writtens
Level I, onley is 3 single level, dedicated system, Levels II-V
““are various instances of (security) multi-levels (according to
definitions established in the comruter security communits),
Levels IV and V have adency/contractor srecific recuirements for
‘need to know in addition to the security recuired, :

As a first cuty the list of levels could be collarsed into 3

levelss  seresent level Ir a3 level II that is multisecuritu/SCI

levels for 1 NFIE members and a3 level III that is multirle

‘gecurite/8CI 0 levels for 2 or more NFIB members. Levels based on

the number of NFIE members involved. is nol terribly wuseful when

it comes to establishing the computer securitw standard/criteris

for . each level wunless it is clasimed that there  is less

~threat/risk  from (or in) 2 sindgle NFIE member environment than
one which has two or more NFIB members.

[As one of several ssidesy where is it strongly stated that
need-to-krnow is strongly srrlied betuween rrodectsy etc.? See
‘section IX1.3.el '

The reretition of the rhrase °*Frocessindg in this level may
include upclassified #rodram relsted arrplications software
vevete®y does not make any sense. Whu is it there? If the sustem

is arrroved for rrocessing classified collateral/SCIy why isnt it
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approved for the develorment of erodram-related soriware uF 10
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) is arrroved.,

11.2

, I would rerlace this with a8 simrle statement that! the
Frinciral Arrroving Authority oole can accredit an ADF sustem
serving 2 or more NFIR members. The Aseroval Authority or his
designee can serrove a2ll others., '

I1.3 ,
The inclusion of the level references is unnecessard.

II.3.b .

The underlined rart imrlies that one and onlw one SCI  rrodect
‘may use a divern terminal. Are there not instances where two or
more SCI Prosram) yse a3 sindgle terminal?

’II 4 through II.é . '
- Stronqls urde rewrite of these sections entirely to?l

;1. Make reference to the DONCSC Comruter Securits Evsluation
Criteria which defines 7  levels of sustems to which basic
comruter security srincirles. have been arplied to eroduce =&
continuum of  inereasingly  strendgthened comruter sustems for o

‘rrocessing classified information. [You could crib the
“introduction fart  of the criteria wrarer which motivates the
princirlesy or do 3 cut-doun rewrite of that rart then

incorrorate the detailed descristion by reference.

c 2. Mar (i.e. establish +the 1linkase) between the criteris
(Ievels) and the srocessindg environments which the 5 levels in
the DCIREG xx are addr9551ng (or the_ reduced version which I

fattempted). :

LAs an asidey what vou really need is an attemrt to codifu threat

-/ risk environments. For exampler in the Level I environmenty in
there is no threat (811 wusers cleared/access arrroved to the
material) and no risk (of accidental disclosure) for the same
reason. - : ' - o :

In the several cases of 2 or more S8CI srodects (where 211
‘reorle are assumed to be cleasred to TOF SECRET) there exists no
.threat rer se» but there is a risk of sccidental disclosure. The
risk seems to me to be the same redardless of whether the -
environment involves one NFIEB member or more than one NFIB
_member., : ‘ '

Irn the cases where one or more SCI sdrours and onls TS
"collateral sare involved, it is adgain no ibreats but a risk is
involved., It is ool clear to me that the risk is dreater if some -~

users are not SCI arrroveds but all users are TS clesred.
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There is then the case where one or more SCI ¢grours and one or

more collateral security levels are involved, This cases
;reaardless of how many NFIBR members share the environment
rerresents both a tbreat {due to the unevenness of the

clearances) and a8 risk (of dgrester conseauences of  loss due to
the urnevern clearances) LRemembery the risk being talked of here
- is that of azccidental disclosure and its sossible conseauencesl. !

For each of the threat/risk environments (rerresented by the
.eclearances and 3ccess arrrovals involved)s uou need to establish

2 winimun comruter securite standard such 2s those used in  the
- pODCSC ea3rer. '

_ As an exsmrler for the Level I environment of the DRCIREG
-rarery 8 class C1 or C2 system (from the DODCSC rarer) could
. easily suffice,

Becsuse wou can do no more a2t the eresents vou are attemeting

to urdgrade contractor sites to clezss Bl sustems (roughlud). If uou

"have onlw an 211 SCI environment (i.e. one or more SCI drours): a
. elass C2 or Bl might suffice., If wou have an SCI/TS collasterzl
(only) environment, zou might recuire 2 minimum class B1. '

After wou have made an initial marring from wour threat/riskl’
cenvironments %2ou mayw want to modify it on the bassis of the users
ifuns}ionalits. If the users are eprogramming the sustems thefe is
arn 1ncreased threat and visk., The increased threat comes about
from the orrortunity sgiven for 2 user to act zdainst 2 sustem.
"The increassed risk comes sbout from the fasct that =rogram errors
can czuse sustems to exrose dates by accident. : s

If users are merelw transaction users (e.dg. data retrieval, or
csurrluing parameters to a8 srodgram)y there is 2 reduced threat and
risk due to the limited actioms 8 user can taker and the (often
ad hoc) mediation on datz rerformed by the arrlication. I ardue
“that the risk is reduced zs welly but I am clearly on less firm
cground for that assertion.

Thusy if 2 sustem with 3 diven threat/risk rrofile (based on
‘clearances and asccess sprrovals) requires a2 DODCSC computer
sustem class Ly mrovides derneral srogramming surrort for some or

- 211 of the wusers» gou might reaquire it to meet 2 comruter
"security stendard of class L+i. If the use is transaction onlyuy
vou midght require it to meet onlu class L-1 standards., '

I think that this way of looking at the levels and the

security standards = that  are arprorriste i1illuminates the
significant issues of what kind of security measures are »
arprrorriate to what kind of +threat/risk environment, with i
.substantially less orrortunity for intersretive error. END OF -

_ASIDE].,

. In the attached arrendisy I have shketched how 1 would. aéproaeh
toth the levels and the marring to the DODCSC classes.
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11.7

If. the DCIREG will recuire all rrinted 6utpui from comruter

systems to carrw “the correct classification/8CI markingsy then
this section should include 2 reauirement that =211 lodical
storade containers (filesy  dats setsr srodgram librariesy ete.)
arrrorriate to the sustem will carry an internal securite label.

- -This is needed for access control answaw.

111070903

The raradgrarh is ambidious. If the ‘sanitization of masgnetic

.media is dood enough to release the media» then let it do.
Otherwiser» dont let it d€o ever! If the sroblem of sensitivity

‘comes iny either dont ever let mediaz with SCI on it do0s or do it
con the basis of classsifications TS and SCI--~ Never. Secret and

I1I.8

helows whenever., It is 2 uvers confusing raragraeh.

Here is a rlace to say that 2ll sustem outrut will be lsbeled.
If such labeling is reaquireds then there is no reason to rrohibit
remote rrinters located in asrrorriastelw secure sraces, If the

"labeling rroblem is wrarred ur in . having to enter outerut into an
caccountebility systemy then rermit some form of ‘*working rarer®
. designation that has to be destroved or entered into a
,accountability sustem in 30 daus or so, From what I seeyr the

(hidden) true reason for not 1labeling out Put is the onorous

burder of having to enter it and handle it in the framework of an

caccountabiliy sustem. I would rersonalls rather have data labeled
‘rrorerluyr even if it is outside of a formal accountability sustem
~+ It seems there -is much less orrortunity to mishandle it if it

is rrorerly marked., There is an old security axiom "If it dgets in

‘the wauwy it wont get donel".

11.9

UNﬁER MO CONCEIVAELE CIRCUMSTANCESv,SHOULD' REMOTE DIAGNOSTIC

.LINKS BE FPERMITTED!!!

I1e%4b

?knowledsable' of what?

s

I would rrohibit the removal ‘of magnetic media § florrusy

. taresy  discsy etcs by maintenance rersonnel.s If such media are
needed for msinternance or diadnostic surrosesy then let the
-maintenance rersonnel brindg in 2 set to be left at the site. This

should be sepelled out in the DNCIREG. : .

11,10

This section could use sirenéthiné. If no one has any better
wordsy wou can look a3t the MITRE rarer rarer of 5/25/82 by John

White (see Fat Alison) rede 7. There are other audit tools
"availabler lets get them used.
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We can catedgorize comrputer threat/risk environments based on
the number of 8CI catedories and the ture of classification(s)

found on 8 given sustem. Fidure 1 distinguishes G threat/risk
environments a3s a3 function of these two variables. -

Collateral Securituy Levels

i None | Only ! 2 below (mixed) |
e b et et i e e e e e e e e e ot e o e e 2t ot S 1 2t 2 e o i e e o !
i | }. |
Nomne 1 Ture A Ture B Ture I 1
__________ | U I SRR
, : | ] | {
Number of SCI 1 I Ture B | Ture C | Ture E ; . ]
Catedories e | O | . e e n |
' | | | : o
>1 I Ture C | Ture C | Ture E - 4
__________ e Ve Ve
Figure 1
Threat/Risk Tures 3s 8 Function of the
Number of SCI Catedories and '
Collateral Security Levels
' : i : %) ’
The tures shouwn above can be interrreted as follows? : hik -
S o s
. . : . ' \ . T
Ture A : - No threat/risk due to lack of anu .;vuf”
. classified or controlled information.
“Ture B » No threat/rishksy 211 rersons with same _ ‘ ' i
: ‘ clearance and access arrrovals., ‘
"Ture C ] : ' Minimum threat/rishk. All Peréons with same {

clearancery some Wwith different or
no arrrovals.

LA
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Ture E

Maximum threat/risk different clesrance
standards and sensitive information
co-resident and available.

One can mar the various threat envirormments to the tures of

comruter

sustems classes (from the TDONCSC criteria) . in =

relativels straightforward way., The table below shows one cut at

‘setting

the: security reaquirements for the various threat/risk

cenvironments taking into accounts user functionality,

Threat/Risk' C Minimum Transaction

Ture Security Use
: ‘ ' Classs - Onlw
Ture é c1 c1
Tspe‘B | VCI .Cl
Ture C e2 c1 .
Tere I B2 E1
Ture E a2  AL/E3

Computer Sustem Securite Class _
s 2 Function of Threat/Risk Ture
and User Functionalitw

Rire
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